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MEMORANDUM

TO: Representative Jeff Bridges, Chair, Joint Technology Committee
FROM: Ashlee Pate, CDHE Lead Finance Analyst

DATE: November 1, 2021

SUBJECT: FY 2022-23 CCHE Capital Information Technology Request Submission

This memorandum accompanies documents for the Colorado Commission on Higher Education’s
(CCHE) FY 2022-23 capital budget request. State law, C.R.S. 23-1-106(7)(a), delegates to the CCHE
the responsibility of recommending a prioritized capital project list for the system of public higher
education. This submission contains a prioritized list of all capital information technology project
requests, the required financial and narrative forms, and the compiled list of current and five-year state
funded capital information technology improvement plans submitted by institutions of higher
education.

On May 25, 2021, state institutions of higher education submitted to the Colorado Department of
Higher Education (CDHE) a total of 11 capital information technology (IT) project requests, 6 of
which were existing and 5 new projects. The CCHE’s Finance, Performance & Accountability (FPA)
Standing Committee and CDHE staff reviewed and scored the 5 new projects for a total request of
$44.5 million in new state funds and $2.3 million in institutional cash contributions.

To prioritize the projects, CDHE staff worked with the FPA Committee to apply a uniform set of
criteria to evaluate the projects. The FPA Committee held two public meetings to review submitted
capital IT projects. An initial prioritized list was shared and discussed on July 16, 2021. After this
meeting, institutions were invited to propose scoring changes and provide supplemental
documentation to support their requests. On August 19, 2021, the FPA met again to take action on
the revised prioritized list, and it voted approve a revised prioritized list and forward it on to the full
Commission. The full CCHE approved the prioritized list on September 2, 2021.

Capital information technology projects were reviewed and scored separately from capital
continuation and renewal requests. A separate prioritized list and supplemental documentation for
capital construction and renewal project submissions will be sent to the Capital Development
Committee and Joint Budget Committee.

If you have any questions or need additional information, please do not hesitate to contact me.

Governor Jared Polis Executive Director Angie Paccione
1600 Broadway, Suite 2200, Denver, CO 80202 | P 303.862.3001 | F 303.996.1329 | highered.colorado.gov




Sincerely,

Ashlee Pate

Lead Finance Analyst

Colorado Department of Higher Education
P: 817-319-9412
ashlee.pate@dhe.state.co.us

ATTACHMENTS:
e FY 2022-23 CCHE Capital IT Prioritized List - Final
e FY 2022-23 Prioritized Higher Education Capital IT Budget Request
e CCHE Capital IT Scoring Criteria
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CAPITAL IT PRIORITY RANKING FY2022-23

Ranking Institution Name Project Name Score CCF CF
1 Colorado State University Fort Collins Network Hardware Upgrade for CSU N/A $ 646,119 491,001
Digital Transformation Initiative for Rural Higher
Adams State University, Fort Lewis College, Education: A Collaboration of Adams State
2 T - : N/A $ 15,563,988 157,212
Western Colorado University University, Fort Lewis College, and Western
Colorado University
3 Metropolitan State University Reimagining the Campus Digital Experience N/A $ 3,350,000 335,000
4 Metropolitan State University Network Infrastructure Modernization N/A $ 795,000 250,000
5 Community College of Denver Classroom and Conference Room Technology N/A $ 1,532,140 97,796
6 Colorado School of Mines Re-envisioning Mines ERP and SIS N/A $ 2,304,000 239,000
New Projects
7 Colorado Mesa University ERP Modernization 96.23% $ 4,133,602 464,398
8 University of Northern Colorado ERP Modernization and Cloud Migration 88.68% $ 4,325,584 184,931
Colorado Northwestern Community College,
Lamar Community College, Morgan State .
9 ) Y 8 8 . Rural College Consortium 84.44% $ 8,627,000 -
Community College, Northeastern Junior
College, Otero College, Trinidad State College
10 Community College of Aurora Improving Student Access to Technology 69.81% $ 476,923 52,992
11 Colorado State University Pueblo Communications System Upgrade 54.72% $ 2,754,622 -
GRAND TOTAL $ 44,508,978 2,272,330
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STATE OF COLORADO

DEPARTMENT OF HIGHER EDUCATION

Print Date: 11/2/2021

FY22-23 CAPITAL INFORMATION TECHNOLOGY PROJECT REQUEST- COST SUMMARY (CC_IT-C)*

(A)

(1) Funding Type (Cash, CCF, Cash & CCF):

Cash and CCF

(2) Intercept Program Request? (Yes/No):

No

(B)

(1) Institution:

Colorado State University

(2) Name & Title of Preparer:

Shelly Carroll

(€) (1) Project Title: CSU Network Hardware Upgrade (2) E-mail of Preparer: Shelly.carroll@colostate.edu

(D) (1) Project Phase (_of _): Phase 2 of 3 (2) State Controllce(;‘nPtri:jueacttizI::

(E) (1) Project Type (IT): Capital IT (2) Institution Signature Approval: Date

(F) (1) Year First Requested:|FY 20-21 (2) CDHE Signature Approval: Date

(G) (1) Priority Number (Leave blank for continuation projects): (2) OSPB Signature Approval Date

(1) (a) Total Project Costs (t:;’;t:;:;::;:(e;?r (c)::ar:;r;tq?;gtget (d) Year Two Request () ;::L:tree (f) Year Four Request | (g) Year Five Request
Land /Building Acquisition

2) |Land Acquisition/Disposition S - S - S - S - S - S - S -

(3) |Building Acquisition/Disposition S - S - $ - $ - S - S - S -

(4) |Total Acquisition/Disposition Costs S - S - $ - S - S - S - S -
Professional Services

(5) |Consultants/Contactors S - S - S - S - S - S - S -

(6) |Quality Assurance S - S - S - S - S - S - S -

(7) |Training S - S - S - S - S - S - S -

(8) |Leased Space (Temporary) S - S - S - S - S - S - S -

(9) |Feasibility Study S - S - S - S - S - S - S -

(10) |Other Services/Costs S - $ - S - S - S - S - S -

(11) |Inflation Cost for Professional Services S - S - S - S - S - S - S -

(12) |Inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

(13) |Total Professional Services S - S - S - S - S - S - S -
Associated Building Construction

(14) |Cost for New (GSF): S - 1S -1$ -1S -1S -S -S -

(15) |New S /GSF

(16) |Cost for Renovate GSF: S - S - $ - S - S - S - S -

(17) |RenovateS_ /GSF

(18) |Site Work/Landscaping S - S -1$ -1s -1S -1S -1S -

(19) |Other (Specify) S - S - S - S - S - S - S -

(20) |Inflation for Construction S - S - S - S - S - S - S -

(21) |Inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

(22) |Total Construction Costs S - S -1S -1$ -1S -1$ -1 -
Software Acquisition

(23) |Software COTS S - S - $ - S - S - S - S -

(24) |Software Built S - S - S - S - S - S - S -

(25) |inflation on Software S - S - S - S - S - S - S -

(26) |Inflation Percentage Applied 0.00% 0.00% 0.00% 0.00% 0.00% 0.00%

(27) |Total Software S - |$ - |$ - S - S - S - S -
Equipment

(28) |Servers S - S - S - S - S - S - S -

(29) |PCs, Laptops, Terminals, PDAs S - S - S - S - S - S - S -

(30) |Printers, Scanners, Peripherals S - S - S - S - S - S - S -

(31) |Network Equipment/Cabling S 4,576,180 | S 760,000 | $ 1,137,120 | $ 2,877,352 | S - S - S -

(32) |Other (Specify) S - S - S - S - S - S - S -

(33) |Miscellaneous S - S - S - S - S - S - S -

(34) |Total Equipment and Miscellaneous Costs S 4,774,472 | S 760,000 | $ 1,137,120 | S 2,877,352 | S - S - S -
Total Project Costs S -

(35) |Total Project Costs S 4,774,472 | $ 760,000 | $ 1,137,120 | $ 2,877,352 | S - S - S -
Project Contingency

(36) |5% for New S - S - S - S - S - S - S -

(37) |10% for Renovation S - S - $ - S - S - S - S -

(38) |Total Contingency S - S - S - S - S - S - S -
Total Budget Request

(39) |Total Budget Request S 4,774,472 | S 760,000 | S 1,137,120 | $ 2,877,352 | $ - S - S -
Funding Source

(40) |Capital Construction Fund (CCF) S - S - S - S - S - S - S -

(41) |Cash Funds (CF) S - S - S - S - S - S - S -

(42) |Reappropriated Funds (RF) S - S - S - S - S - S - S -

(43) |Federal Funds (FF) $ - |S - |$ S - |S - |S - |S -

TOTAL 4,774,472 760,000 1,137,120 2,877,352 - - -

*Sould match CC_IT-N Form

FY22-23 CC_IT-C

Page 1
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COLORADO STATE OF COLORADO

I]?pra“ment of DEPARTMENT OF HIGHER EDUCATION
gher Education

FY 2022-23 CAPITAL IT PROJECT REQUEST- NARRATIVE (CC_IT-N)

Capital Construction Fund Amount (CCF): | $646,119

Cash Fund Amount (CF): | $491,001

Intercept Program Request? (Yes/No): | No

Institution Name: | Colorado State University

Project Title: | Network Hardware Upgrade for CSU

Project Phase (Phase of ): | 2 of 3

State Controller Project Number
(if continuation):

X Technology Hardware

Project Type:

Technology Software

Year First Requested: | FY 2021 - 2022

(Leave blank for continuation projects):

Priority Number

Name & Title of Preparer: | Shelly Carroll, Capital Construction program manager

E-mail of Preparer: | Shelly.Carroll@colostate.edu

Institution Signature Approval: Date
OSPB Signature Approval: Date
CDHE Signature Approval: Date

A. PROJECT SUMMARY/STATUS:

This request encompasses continuing to upgrade out-of-date networking hardware over three years to allow
us sufficient time to ramp up to a steady-state funding model. Critical needs supported by this upgrade are:

1.

Increase 10X in capacity comprehensively in the network, including at the border, in the core,
firewalls, and switches at the edge, needed to support next generation Wi-Fi, big data, high-
performance computing, and other extant applications requiring these speeds.

IT Security enhancements required to address vulnerabilities in existing systems. Over the past two
years, we have observed a startling increase in the number and severity of threats directed at the
University. A careful analysis has indicated that we need significant enhancements in our border
routers and firewalls to provide adequate threat protection in today’s malicious threat environment.
Support for life and safety devices that require modern switches capable of supplying Power over
Ethernet to Internet of Things systems such as surveillance cameras in critical areas, sensors,
monitors, and alarms.

This request represents the second year of the three-year plan articulated above and described in full
below. The students of CSU have implemented an increase to their University Technology Fee
specifically to co-sponsor and support the objectives of this project, and CSU is developing a new
chargeback mechanism that will serve as steady-state funding for the items listed in this request at the
conclusion of the third year of the project — fulfilling our commitment to refrain from future requests
of this nature to the JTC. CSU is deeply appreciative of the support provided by the JTC to-date, and
we appreciate JTC consideration of continued support for this essential initiative in its second year.
Note that due to inflation and increased costs stemming from constrictions in the global supply chain,
the figures reflected in years two (current year) and three of this initiative have been increased by 3%.



B. SUMMARY OF PROJECT FUNDING REQUEST:

Current
Funding Source Total Project Total Prior Budget Year | Year Two | Year Three | Year Four Year Five
Cost Appropriation Request Request Request Request Request

Capital SO $541,000 $646,119 $2,157,143 S0 S0 S0
Construction Funds
(CCF)
Cash Funds (CF) S0 $219,000 $491,001 $719,608 S0 S0 S0
Reappropriated S0 S0 S0 S0 S0 S0 S0
Funds (RF)
Federal Funds (FF) SO SO SO SO SO SO SO
Total Funds (TF) S0 $760,000 | $1,137,120 | $2,877,352 S0 S0 S0

C. PROJECT DESCRIPTION/SCOPE OF WORK/JUSTIFICATION:

Core infrastructure (border routers, core switches, and firewalls):

Upgrade to 10X current capacity — Our existing core infrastructure is 10 gig (ten gigabits per
second, or ten billion bits per second). We have over four hundred buildings on our main, south, and
foothills campuses, and dozens of these buildings are connected at 10 gig; thus, the core infrastructure
manifests a severe point of congestion, needing a 10X upgrade in speed/capacity to 100 gig.
Current I'T security capability — We need to upgrade the core infrastructure to smart, adaptive, real-
time IT security configuration changes that will derive from the global internet’s IT security
infrastructure. Our current IT security configurations in our current core devices are static — we can
change the IT security configurations only manually, and thus cannot react fast enough to catch the
dramatically increasing number of threats in the global internet environment. This new capability is
needed to react automatically in real time to IT Security threats and vulnerabilities that will provide
much greater needed protection for our network and our users.

Edge switch upgrades:

1.

Capacity upgrade — Upgrade is needed to 10X the current capacity — many existing edge switches
provide 100 meg (megabits per second or one million bits per second) to users, whereas our current
standard for edge switches is 1 gig to the user. Simply put, users need a 1 gig interface to exchange
existing and increasing number and size of files required for education and research. We have
observed that files used for research of size one terabyte (10'? bytes) take more than a week to
transmit. Files much larger than this cannot be transmitted at all, and numerous smaller files
transmitted through a slow 100 meg interface impede the quality and quantity of research and
education that must be conducted in today’s environment. We have fallen behind in the upgrade of
our network, and this funding request will allow us to catch up, achieve steady-state upgrades, and
meet today’s and tomorrow’s increasing needs.

Power over Ethernet (PoE) upgrades — The existing switches are not capable of providing PoE that
is required for connection of life and safety devices. The most critical need here is a backlog of more
than one hundred video surveillance systems that have been approved by the Public Safety Team, and
need new switches that provide PoE interfaces. Other life and safety devices needing PoE are also in
the queue waiting for switch upgrades.

IT Security upgrades — Existing switches that are beyond end of life no longer receive patches and
upgrades required to keep up with current IT security needs, presenting IT security vulnerabilities to
users connected to them.

Two-factor authentication (2FA) — Existing switches that need upgrading do not accommodate two-
factor authentication. It is critical for us to implement and sustain 2FA in the edge switches in front
of our critical systems, including our Human Resources Management System, our Financial
Management System, our Student Information System, our Research Management Systems, and other




systems as may emerge over time needing this capability. We have already implemented the Duo
2FA system for our off-campus access. We need to implement 2FA in front of all of our critical
systems, as observations from other higher education institutions that have implemented 2FA
comprehensively indicate that this has provided almost perfect protection of their systems against
phishing, malware, and ransomware — this is our greatest I'T security risk today.

Central management, administration, and IT security configurations of edge switches — Older
switches are not capable of being fully integrated into our central, automated edge switch
management, control, administration and IT security configuration environment. This central control
system provides the capability to upgrade all edge switches to the latest software and firmware
configurations, maintaining the latest I'T security protections, including Network Access Control and
Software Defined Networking. The central systems also allow monitoring of edge switches and traffic
patterns that may indicate an IT security issue on user devices (computers, printers, FAX machines,
etc.). We must upgrade old switches to fit into this environment.

The need to upgrade edge switches and the central core infrastructure is great. The core infrastructure is
quite expensive and State funding will allow us to progress to steady-state funding of our network upgrades
in year four. A recent inventory found 260 switches beyond end of life and in need of immediate upgrade.
The 3-year plan contains upgrades for these edge switches in the first two years, with core infrastructure
upgrades in years two and three. In the third year of the project, the steady-state number of edge switches
will be achieved, as indicated in Table 2 below on page 6 containing the steady-state replacement cycles.

3-YEAR PROJECT PLAN

1.

Edge switches — are planned to be replaced as follows:
a. Year 1: 200 — in progress
b. Year 2: 60
c. Year 3: 157 (steady-state annual replacement number)

2. Core devices — will be replaced as follows:

a. Year 2: Replace two core switches
b. Year 3: Replace two border routers and two firewalls

The three-year plan is proposed to: 1) allow us time to put funding in place to achieve steady-state self-
sufficiency, 2) deal with the most critical problems first (the most critical problem is to deal with upgrading
edge switches that are woefully out of date and present great IT Security risks), and 3) continue to deal with
extremely urgent needs in years two and three. We will procure all devices under state/university
purchasing and fiscal rules, and perform all configurations, installations, and testing using in-house staff.
We estimate the value of this internal labor to exceed $250,000 over the three-year term of the project. We
have already procured a commitment of an additional discount of 3% for edge switches over and above our
substantial education discount, due to the volume of purchases, and this is reflected in the budget request.
Devices upgraded/replaced will be sent to surplus property in accordance with State fiscal rules.

D. PROGRAM INFORMATION:

The project involves multiple institutions as CSU Fort Collins evolves to encompass operations for the full
CSU System in the following ways:

CSU-Fort Collins operates Kuali Financial System for three locations: CSU-Fort Collins, CSU-
Pueblo, and the CSU System Office.

CSU-Fort Collins is well into the process of implementing the Banner Student Information System
for two locations: CSU-Fort Collins, and CSU-Pueblo. CSU-Fort Collins is already live, and “go live”
for CSU-Pueblo is August 2021. CSU-Global has begun to evaluate whether this system is
appropriate for them after CSU-Pueblo goes live on Banner.



CSU-Fort Collins and CSU-Pueblo are in the process of consolidating Identity and Access
Management at the CSU- Fort Collins campus using Internet2’s TIER environment.

CSU-Fort Collins and CSU-Pueblo are exploring implementing a new HR system at the CSU System
level after the Banner project is complete.

The upgrade of the core devices proposed in the project is necessary to accommodate sufficient capacity
and IT Security for access from CSU-Pueblo into these systems.

E. CONSEQUENCES IF NOT FUNDED:

Critical needs that we are unable to keep up with are:

1)
2)
3)

4)
5)
6)
7)

The need to upgrade our aging border routers.

The need to upgrade our aging “core” switches.

The need to upgrade our enterprise (campus-level) firewalls to provide adequate network and IT
security for the campus.

The need to upgrade our aged edge switches.

Unable to support adequate integration of CSU-Pueblo campus.

Unable to increase general capacity of network connectivity.

Unable to support POE for some life/safety devices.

These needs are near-term, and we simply do not know where the funding needed in the near term would
come from if this proposal is not funded by the State.

F. ASSUMPTIONS FOR CALCULATIONS:

Cost estimates for equipment was provided by our approved vendors.

G. OPERATING BUDGET IMPACT:

N/A for Higher Education.

H. PROJECT SCHEDULE:

The project schedules is given in the table below.

Table 1 Project Schedule.

All 3 phases Start Date Completion Date
Planning June 2021 August 2021
Implementation August 2021 June 2024
Testing August 2021 June 2024
Closing August 2023 June 2024
|. ADDITIONAL INFORMATION:
Three-year roll forward spending authority is required: X Yes 0 No
Request 6-month encumbrance waiver: O Yes X No
Is this a continuation of a project appropriated in a prior year: O Yes X No
State Controller Project Number (if continuation):
CONTINUATION HISTORY: (DELETE IF NOT APPLICABLE)
FY 2021-22 FY 2XXX-XX FY 2XXX-XX Total
Appropriated Appropriated Appropriated Appropriations
Total Funds $760,000 $760,000
General Fund $541,000 $541,000




Cash Funds* $219,000 $219,000

Reappropriated

Federal Funds

J. COST SAVINGS / IMPROVED PERFORMANCE OUTCOMES:

There are several critical needs requiring a minimum standard of network connectivity in higher
education environments:

General Capacity — The amount of information available worldwide, accessible by the Internet,
keeps growing exponentially at a rate exceeding 25% increase per year. Simply put, regular switch
replacements/upgrades are required to keep up with ever growing needs for capacity. Most of our
current unmet needs are to replace older switches (older than seven years) that operate at 100 Mbps
(million bits per second) to the wall jack (user). CSU has adopted a national trend of standardizing
on gigabit per second connectivity at the user level, or 1,000 Mbps (1 Gbps) to every wall jack. In
many campus buildings, connectivity is sub-standard.

Support for Life and Safety — Older switches are not capable of supplying Power Over Ethernet
(POE) that is required for some life and safety devices, including video cameras, life and safety
monitors (fire, smoke, environmental conditions, etc.), and sensors. This POE technology is available
in all modern switches, where both a network signal and electrical power are supplied over the same
networking wire. At the end of FY 19, we had 1,634 video cameras deployed, with over 150 additional
systems targeted for deployment, and such deployment has stalled due to covid. Having so many
older switches that do not have POE capability limits our ability to deploy such devices in areas of
critical need, and it will not be possible to meet identified life and safety needs without edge switch
upgrades/replacement.

Emerging Applications — Emerging applications, including high-performance computing, ultrahigh-
def video (8K), 3D videos, artificial reality, and virtual reality, have an insatiable requirement for
new, much higher capacities. All such applications also require low latency and jitter, in addition to
much higher raw capacity — all motivating this request. Students already are showing a need for these
types of applications to meet their educational needs, especially now that instruction for Spring and
Summer terms 2021 have gone online, motivating increased use of advanced applications. Also, our
Learning Management System and numerous associated plug-ins requested by faculty to support
education is entirely online in the cloud.

Big Data — Both educators and researchers are increasingly engaged in working with Big Data, files
of Terabyte size or larger. Files of this size are now common and ubiquitous across the Institution.
Most of our current unmet needs are to replace older switches (older than seven years) that operate at
100 Mbps to the wall jack (user). As an example, moving one 10 TB file on a 100 Mbps network will
require over 9 days to complete the file transfer! Researchers often have needs to transport a number
of these sizes of files across the network simultaneously.

Wi-Fi — The need for, and indeed the expectation of excellent Wi-Fi connectivity exists today. The
newest Wi-Fi access points require 10 Gbps uplink capability, as upload speeds from individual
mobile devices can approach 1 gigabit per second each, and many such devices can be connected
through a single Wi-Fi access point. Our ability to attract and retain students, researchers, faculty and
staff is dependent upon infrastructure required for them to get their work done, and Wi-Fi networking
is a critical component.

Basic Functionality — Newer switches have enhanced features and functionality essential for a
modern network architecture, involving layer-3 routing, newer network protocols, and more ports for
services. We can provide additional technical details upon request, but here we simply assert that
network switch technology continues to evolve and improve, and falling too far behind will severely
limit our ability to deliver needed connectivity to our constituents.




K. SECURITY AND BACKUP / DISASTER RECOVERY:

I'T Security — Newer switches have enhanced IT security features that interact seamlessly and automatically
with routers, firewalls, intrusion detection systems, etc. Modern firewalls that operate at 100 Gbps are
required to interface with the core devices running at this speed, and to include contemporary rules and
algorithms for filtering an increasing malicious quality and quantity of malware. This is a dire need as we
continue to elevate and enhance our IT security posture. Older switches run past end of life (as defined by
the manufacturer) are no longer supplied with IT security patches. We are currently operating in a locus of
high IT security risk, as 260 of our edge switches need to be upgraded to maintain an acceptable IT security
posture.

L. BUSINESS PROCESS ANALYSIS:

Despite extraordinary efforts to fund network upgrades ourselves, including two grants from the National
Science Foundation, inclusion of networking hardware in all capital projects, use of departmental funds, and
exhausting the telecom reserve, we find ourselves behind in upgrading edge switches, and in the need to
upgrade our core networking hardware. State funding for three years is intended to allow the University to
alleviate the backlog and put new funding streams in place that will allow for all devices to be upgraded on
a seven-year cycle. A survey of peer institutions indicated upgrade cycles for edge switches ranging from
five to seven years. We have adopted seven years as the standard for upgrades for edge switches to balance
cost versus functionality, leaning toward minimizing cost. Table 2 below includes unit costs, total costs, and
annualized costs for steady-state upgrades.

Table 2 Steady-State Networking Device Replacement Costs*

Item No. | Unit Cost Total Replacement | Annual Costs

) Cost (k$) | Cycle (Years) (k$/yr.)
Edge Switches** | 1,100 $4,604 | $5,064.4 7 $723.5
Border Routers 2| $382,500 $765 7 $109.3
Core switches 2| $333,030 $666 7 $95.2
Firewalls 2| $612,000 $1,224 7 $171.9
Totals $1,099.9

* Costs in Table 2 are 2020 costs.
** 3% special, additional discount for this project applied to cost.

CSU expects to achieve self-sufficiency in network upgrade funding in year 4. Cash funds through year 4
are comprised about equally of student technology fee funding, Provost funding, and departmental funding.
The remaining funding required for core devices will be established during the second year of this project,
and we hereby so commit to that. We have two types of student technology fees: 1) Technology fees that
are college specific, ranging from $40 per semester for intra-university, open-option students, to $170 per
semester for engineering students (most are about $100 per semester), and 2) the central University
Technology Fee that is $25 per semester per student. Technology revenue stays within each college in
which it is collected, and the University Technology Fee is used for central technology. After two years of
discussions and advocacy from the Vice President for IT, the University Technology Fee Advisory Board,
consisting entirely of students, has increased the University Technology Fee to $32 per semester per
student (an increase of $7 per semester per student beginning in FY21) to fund their portion of the steady-
state funding for network technology upgrades. Also, we have commitments from the Provost and the
decentralized units (the departments) to progressively increase funding over the three years of the project to
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achieve steady-state funding for networking upgrades. The funding from the Provost will derive from the
general Education and General budget of the University, and the funding from the departments will derive
from their base budget allocations.

This project will allow us to attain currency in our networking technology, and give us the time necessary
to put into place internal cash funding for all networking technology over time; thus, no additional capital
IT funds will be requested henceforth from the JTC for networking hardware.

Information on Achieves Goals scoring criteria, in relation to the Higher Education Master Plan

1. Increases credentialing — Most of our credentialing and competency-based education is offered through
CSU Online, which currently serves about 4,000 students. All of these programs are offered online, through
our Canvas Learning Management System (LMS), used by each and every one of those online students.
The current proposal provides much-needed, enhanced and secure access in three ways: 1) adding required
capacity behind an appropriate firewall to our core network necessary to maintain high-quality access from
off campus to the Canvas LMS, 2) adding required capacity at the edge required by CSU instructors, TA’s
and graders from inside CSU who are the instructors accessing the LMS to delivering the credentialing in
the LMS, and 3) adding capacity from ubiquitous student access into the LMS from student labs, Wi-Fi,
and other networking access points used by students. Finally, we also note that some of the switches are
used by the testing center which provides a wide variety of testing, including placement testing via
credentialing for math, composition, and for other select areas, including GRE, SAT, etc.

2. Erase equity gaps — Critical areas to be supported by the switch upgrade include the student diversity
organizations: Asian/Pacific American Cultural Center, El Centro, Black/African American Cultural
Center, Native American Cultural Center, and Women and Gender Diversity Center. Also, select residential
dorms including the living/learning communities, and the key communities need enhanced connectivity to
campus resources via the proposed core infrastructure.

3. Improve student success — Excellent networking infrastructure is essential to the conduct of all
education and research in today’s digital environment. Most notable is the need for high-speed, high-
quality access to our digital Learning Management System, Canvas, used by nearly 100% of our 30,000
residential students in over 69% of our 6,502 course sections, and by 100% of our 4,000 online/distance
students. Content, Canvas plug-ins, electronic textbooks, adaptive courseware, an increasing number of
enhanced learning objects (videos, computer education games, virtual reality, etc.), and sophisticated
learning analytics environments exist in and are accessible from Canvas — all requiring excellent network
access. Also, access to a wide variety of student success services is also digital: EAB Navigate for advising
and curricular planning, transferology.com and u.achieve for degree planning, early performance feedback,
and a rich suite of Learning Analytics data from Unizin (http://unizin.org) fusing Student Information
System data with real-time data from the Canvas LMS all require excellent network access. The LMS is
accessed through our core infrastructure behind a firewall, and the upgrade of that core infrastructure is
essential to meet evolving needs of capacity and IT security through the core.

4. Affordability and Innovation —

Affordability — Aruba has the best, lowest cost warranty on switches of any vendor — no annual
maintenance costs for software updates/patches/security enhancements, and lifetime hardware replacement
at no cost for any hardware issues. Their initial purchase prices are in line with those of their competitors.
Because of this, the Life Cycle Cost (purchase price, plus accumulated annual maintenance cost) of these
switches manifests about a 60% savings over switches purchased from other vendors. This fiscal model is a
key component in ensuring our networking environment operates at the very highest quality, and is
sustainable.

Innovation — The congestion we are experiencing in our core networking and edge devices has
already significantly limited our research/innovation environment. The proposed upgrade will yield two
distinct benefits: 1) our users will be universally equipped with gigabit interfaces to the desktop and to
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contemporary, high-speed Wi-Fi access points (indeed, next generation Wi-Fi access points will need to be
connected at 10 gigabit), and 2) our core network upgrade from 10 gigabit to 100 gigabit will be able to
accommodate multiple large buildings connected at 10 gigabit to our networking core. Simple math
indicates that this upgrade is needed from a pure aggregation standpoint, as we cannot continue to add any
more buildings connected at 10 gigabit to our 10-gigabit core. The core devices upgrade is needed to
support connectivity to the shared Summit High-Performance Computing (HPC) System housed at the
University of Colorado Boulder, used by over three hundred innovative researchers at CSU, where
numerous very large files are transferred regularly. Hundreds of CSU researchers also access other remote
HPC systems and databases. A wide variety of application areas need this enhanced connectivity, among
the most notable are: extreme ultraviolet laser imaging, climate research, ecosystem sustainability,
innovative small-scale weather radar systems, LIDAR systems, space propulsion research, energy systems
research, innovative battery research, named data cybersecurity research, next generation materials, life
sciences (many specific areas), groundwater pollution modelling, etc. One compelling recent example is
deployment of an innovative, next-generation augmented/virtual reality system that is yielding pioneering
patents in how doctors review patient MRIs and CT scans. Virtual reality allows doctors and veterinarians
to perform more effective and less invasive surgeries - this has already had worldwide impact.

Information on IT Health, Safety and Industry Standards Scoring Criteria:

“Fully supported” — We have been deploying exclusively HP/Aruba edge switches for over a decade.
Over this time period, we have enjoyed excellent support, training, and professional development from
HP/Aruba, and have found it easy to maintain currency for staff in operations. HP/Aruba has the best
warranty on switches of any vendor — no annual maintenance costs for software
updates/patches/security enhancements, and lifetime hardware replacement at no cost for any hardware
issues. This fiscal model is a key component in ensuring our networking environment operates at the
very highest quality, and is sustainable fiscally. However, once switches are beyond “end of life,” they
are no longer supported by HP/Aruba for software patches, security patches, and software upgrades.
This critical situation we are now in will be solved entirely by getting on a seven-year replacement
cycle for switches, that this Capital IT Request will allow.

“Cybersecurity” — As mentioned in the previous item, once switches are beyond “end of life,” they are
no longer supported by HP/Aruba for software patches, security patches, and software upgrades. This
critical situation we are now in will be solved entirely by getting on a seven-year replacement cycle for
switches, that this Capital IT Request will allow.

“Disaster recovery” — We have a very robust disaster recovery environment with two, physically
separate, redundant data centers, each on a separate leg of City of Fort Collins power (which is
exceptionally reliable), each with green Uninterruptable Power Supplies that condition and supply
power, and each of which is backed up with a generator. In addition to periodic full backups 